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Abstract— Mobile Adhoc Network is one of the hottest topics of the research these days. To accomplish a secure MANET is a major 
concern. An ad hoc infrastructure of MANET presents new challenges in this field. A Mobile ad hoc network is said to be less defendable 
against Denial of Service (DoS) attacks, which can be vigorously commenced by a malicious attacker node. In this manuscript, we are 
going to review the impact of DoS flooding attack in Manet when the Ad hoc on demand distance vector routing (AODV) works on it as a 
source routing protocol. We will start from recollecting different security issues of MANET and later the discussion will be flown to the 
AODV DoS flooding attack. 

Keywords: DoS Attack, AODV, Flooding. 

——————————      —————————— 

1 INTRODUCTION                                                                     
A Mobile Ad-hoc network is composed of a no. of mobile devices 
that are able to communicate with each other. Being the Ad-hoc na-
ture, any predefined infrastructure or core administration is absent in 
these kind of networks. In MANET, nodes and devices are allowed 
to move in and out of the network. These nodes can be any mobile 
device such as a laptop, personal digital assistance (PDA), or mobile 
phone etc. These nodes or devices can act as host as well as a router 
and can form dynamic and changing topologies. This way, MANET 
can be called as self organized and self configurable network. In 
addition to the mobility these networks offer some more charismatic 
features which make them to be deployed in a wide range of applica-
tions. These are: an open medium, dynamic change of topology, ab-
sence of a central administration, algorithm deploying cooperation 
etc. These glittering features of MANET made it more delicate to-
wards security. 
Routing in MANETs is one of the most imperative areas of research. 
Major routing protocols that work in MANETs are: OLSR, AODV 
[1], DSR etc. AODV is a reactive routing protocol premeditated for 
these kind of network. DoS attack to which, this protocol is majorly 
vulnerable is, Flooding. In the upcoming sections, we will discuss 
them in detail. 

2 SECURITY ISSUES IN ADHOC ROUITNG 
Security of Mobile ad hoc networks [2] is an important barrier. In 
Manet routing, exchange of information about network topology is 
done between nodes, as they are also routers. This can be a bottle-
neck too because any malicious node can give wrong information 
about redirection of traffic or to stop it.  We can easily conclude that 
routing protocols on MANET are frail towards security. Let’s discuss  
some problems with adhoc routing protocols [3]: 

 

2.1 Infrastructure of adhoc network 
Absence of a fixed infrastructure enables nodes to route packets on 
their own. Each node in the network depends upon neighbouring 
nodes to rote their packets. 
 
2.2 Dynamic Topology 
Arrangement of nodes in the network is not fixed and can change 
because of mobility. Adhoc networks contain node that changes their 
locations frequently. This characteristic of adhoc is a primary cause 
of problems, especially in the case when multiple networks mix to-
gether. It is possible that duplicate IP addresses are present in the 
network which is not easy to resolve. This issue can make easy oc-
currence of attacks. 
  
2.3 Wireless Communication 
Wireless channels are prone to noise because of poor protection; 
therefore control message can easily temper. A malicious node can 
easily affect the traffic by jamming, distorting interrupting or spying 
the information. 
 
2.4  Implicit Trust Relationship: 
All adhoc routing protocol works on the trust basis and assumes each 
node to be honest. This feature allows malicious node to get entered 
in the network and affect it, just by providing wrong information. 

 
3. DoS Attacks on different Layers [4]: 

3.1 Multilayer Attack: 
Those attacks that are likely to subsist in any of the layer of the pro-
tocol stack, falls into this category. Denial of service, impersonation 
is some of major multilayer attacks. 
 
3.1.1 Denial of Service: 
In DoS attack, the attacker node tries to thwart victim from the ser-
vices it offers and make the network or its resources unavailable. The 
DoS attack can be occurred at any layer in form of Jamming, flood-
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ing which will be discussed in further sections. 
 
 
 
3.1.2 Impersonation: 
Impersonation attack can be a first step to any of the attack. For in-
stance, an attacker, before launching any other attack can first change 
its IP address or MAC address. 
 
3.1.3 Man-in-the –middle Attack: 
In this attack, the attacker parks itself in between sender and receiver 
and then snuffles the data transmission. In some cases, impersonation 
is also possible. 
 

3.2 Attacks on the Physical Layer: 
 

3.2.1 Jamming Attack: 
It is a DoS attack in which a jammed or interfered signal is launched 
to cause lost or corrupted messages. If an attacker is having a power-
ful transmitter, it can generate a strong signal that can overpower the 
radio signals, which will result in disrupted communication. 
 
3.2.2 Eavesdropping: 
Listening and  reading of message by any unintended receiver. Max-
imum wireless networks use the RF spectrum and by nature they 
broadcast. So it becomes very easy for an intruder to listen and inter-
cept the message by just tuning into an appropriate frequency. 
 
3.3 Attacks on Datalink Layer: 
 
3.3.1 Disruption: 
Link layer protocols manage the one hop connectivity among neigh-
bours. Attacker can affect the cooperation of the layer protocols. For 
instance, MAC protocols have to coordinate the transmission of the 
nodes on the common transmission medium. 
 
3.3.2 Traffic Analysis: 
Traffic analysis can be implemented to launch and plan other attacks. 
One can monitor and identify communication parties and their func-
tionalities to avail information. 
 
3.4 Attacks on Network Layer: 
 
3.4.1 Flooding Attack: 
Flooding attack is a kind of DoS attack, in which the attacker node 
broadcast the superfluous bogus packet in the network to weaken the 
availability of resources and thus the throughput gets reduced and a 
valid user becomes unable to consume the resources\. The flooding 
attack can take place in almost all secure on demand routing algo-
rithm like AODV, SAODV, ARAN, SRP etc.  
 
3.4.2 RREQ Flooding:  
In this attack, the attacker chooses an IP address which is actually 
absent from the network or may select a random IP address. The 
attacker here actually does not wait for the round trip time and con-
tinues to send the same packet again and again.  
 
3.4.3 Data Flooding: 
In the data flooding, the attacker node floods the network by convey-

ing futile data packets. In this, the attacker first creates a path to all 
nodes and then proceeds further by sending the large amount of use-
less data packets.  
3.4.4  Wormhole Attack:  
In wormhole attack, a malicious node captures the packet at one 
location, and excavates them to another location. This disrupts the 
routing mechanism of the network. 

3.4.5 Blackhole Attack: 
It works with two properties. First, it uses certain routing protocol 
such as AODV, and advertises itself as a node having valid identity 
and becomes a part of a convincing route. Second, it consumes the 
packet instead of forwarding it. 
 
3.4.6 Rushing Attack: 
Two mischievous nodes can form a tunnel to perform wormhole 
attack. This tunnel can be used to propagate the packets faster than 
multihop route. It can act as an effective DoS attack against routing 
protocols of the MANET 
 
3.5  Attacks on Transport Layer: 
 
3.5.1 SYN Flooding: 
SYN flooding attack is a DoS attack. In this, a malicious node cre-
ates a number of half open TCP connections with a victim node and 
never completes the handshake to fully open connection.  
 
3.5.2 Session Hijacking: 
Attacker makes parody of victim’s IP address, knows the exact se-
quence number and then performs DoS attack. In elaborative man-
ner, the attacker sends false session data, the receiving node will 
acknowledge by sending ACK to the sender node. Finding unex-
pected sequence numbers this the victim will try to resynchronize by 
sending ACK with the expected sequence number. This process goes 
on and on, and creates an ACK storm. 
 
3.6 Attacks on Application Layer: 

 
3.6.1 Mobile Virus and Worms: 
Many malicious programs are spread out in the network. Any mali-
cious program or a mobile virus can attack a system in two ways: 
First is IP address scanning in which probe packets are generated at 
many different IP addresses. 
 
3.6.2 Repudiation: 
It refers to a denial of participation in which a node must not deny to 
be a part or being a major party in communication. 
When citing a section in a book, please give the relevant page 
numbers [2]. In sentences, refer simply to the reference number, as 
in [3]. Do not use “Ref. [3]” or “reference [3]” At the beginning of a 
sentence use the author names instead of “Reference [3],” e.g., 
“Smith and Smith [3] show ... .” Please note that references will 
be formatted by IJSER production staff in the same order pro-
vided by the author.  

 
4. AODV and Flooding Attack: 

Flooding attack [5] can adversely affect network resources such as 
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battery power, computation power and bandwidth. Also, it badly 
affects the performance of routing mechanism of a major routing 
protocol AODV. Following listed some bad effects of Flooding at-
tack: 
• Degraded the performance in terms of buffer 
• Degraded performance in wireless interface  
• Degraded performance in RREQ packets  
• Degraded performance in terms of life time of MANET 

AODV is designed to be exerted in the autonomous environment of 
mobile ad hoc network. In these kind of network, communication 
takes place on the grounds of mutual trust and nodes can easily as-
sume that there no malicious node in the network. AODV, is more 
vulnerable to be affected in its route discovery process. DoS can 
easily take place at this stage. While discovering route, AODV 
broadcasts a Route Request (RREQ) packet in the network which 
contains a broadcast id, source and destination addresses and hop 
counts. After sending, it waits for route reply (RREP) or any other 
control packet. After waiting for a specific time, it tries the same 
process once again to get a valid route. Any security mechanism is 
absent in AODV, that is why DoS flooding attack can easily take 
place. 
 
5. Related Works: 

 
There exist diff DoS attacks like Flooding, wormhole, black hole etc. 
Amongst them, flooding attack is considered as one of the most 
harmful attack. [6] Discussed that it can degrade the performance of 
a MANET by 84-90%. The primary focus of these DoS attacks is to 
drain the network resources i.e. Bandwidth and to misuse the compu-
tation power of a mobile node thereby throwing the routing mecha-
nism into disarray. This results in degradation of network perfor-
mance in terms of DoS, wastage of bandwidth, wastage of a node's 
computation power and low battery life. As mentioned earlier, the 
flooding attack tries to generate routes that not even exist in the en-
tire network. Many prevention mechanisms have been introduced so 
far to fortify this attack. Some of them are FAP [7], IDSs [8], En-
cryption techniques [9] etc.  
Flooding attack can adversely affect network performance by drain-
ing battery and computation power as well as the bandwidth of the 
network. It can be of different types depending upon the layer, for 
example RREQ flooding [10] attack is triggered on the network lay-
er, and SYN flooding [11] attacks on transport layer. With this 
change, the underlying protocols change from layer to layer. Let us 
now discuss different prevention mechanisms introduced so far. A 
self organized public key management was introduced in [12], for 
supporting routing protocols of MAnet. [13] Discussed another ap-
proach which was based on cryptography. They presented a mecha-
nism for distributing certificate authority (CA) public key. By doing 
this they tried to form a collective CA service. Apart from these 
cryptographic approaches, some traffic based approaches has also 
been deployed. Neighbour suppression method [14], in which each 
node monitors and calculates the rate of its neighbour node’s RREQ. 
If it exceeds the predefined threshold, the node is blacklisted. Anoth-
er adaptive technique was presented in [15], which is based on statis-
tical analysis for detecting RREQ floods. Flooding attack prevention 
(FAP) was method tested on AODV routing protocol. Adaptive intru-
sion detection technique [16] uses anomaly based intrusion detection 

as its grounds. It works in two phases, training phase and testing 
phase. Normal behaviour of the network is recorded in training phase 
and any fluctuation or change is detected in the testing phase by 
comparison. A trust based prevention mechanism was presented in 
[17] and [18]. In this technique, they introduced three filtering crite-
ria to mark three node relationships i.e. friend, acquaintances and 
stranger. They included the concept of delay queue to handle nodes 
with higher mobility. Along with these filtering based techniques, we 
have capability based approach, to handle flooding attacks on 
transport layer. These methods are based on the principle “Deny by 
Default”. In this technique, each node is assigned a capability which 
is a special token. This capability is issued by the responder of any 
transport layer flow to initiator, to urge a limit on the amount of traf-
fic that can be sent through the flow within a certain period of time. 
When it comes to a monitoring based approach, it becomes easy and 
proves proper justification to participating nodes. 
 
6. Conclusion and Future Work 

MANET is said to be more vulnerable towards security threats. DoS 
attack in Mobile adhoc Network is one of the most likely to occur 
attack. RREQ flooding attack in AODV, being a DoS attack can se-
verely damage the network performance. In this paper, we have dis-
cussed the effect of the attack in the network. We have also reviewed 
different techniques to encounter the attack. On the basis of these 
works done so far, we can conclude that in future, a fuzzy rule based 
approach can be implemented to accomplish a promising counter 
method.  
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